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Using loTSpotter, we identified 37k
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manual validation).
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7887/37k (20.87%) — Susceptible to Janus
vulnerability, which allows attackers to modify
installed apps without detection.
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40 popular apps (>50k installs) used
vulnerable IoT libraries with known CVEs, with
6 over 1M installs.
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Lesson:
* These vulnerabilities (crypto, janus, vulnerable
impacts critical loT components such as firmware integrity,
app/device functionality, user authentication.
» App/device functionality includes security/privacy critical
devices such as security cameras.
 Security tools need to be contextualized/targeted for loT
to prevent these mobile-loT vulnerabilities.
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know what happens to their device data.
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29 vendors — Describe collection at a granular
level, but also discuss irrelevant data that their
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Lesson:

Lesson:
Even when vendors make smart home policy
available, it may not cover all devices they sell.
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Lesson: Vulnerability in one domain (apps) can permeate to a different domain
(smart home), leading to vastly different consequences.

* - Problems have been fixed since,

Conclusion

» QOur studies highlight multiple security and privacy concerns in

the smart home and loT ecosystem.

» Security and privacy need to be enforced at every system

components (platforms, apps, vendors) to prevent attacks on the
user. As components are interconnected, only securing the
whole ecosystem can secure the smart home effectively.

Due to the multiple layers (3™ party vendors, apps, cloud), it is
very difficult for the user to keep track of data collection ana
exfiltration. Hence, vendors need to be precise, and
comprehensive about informing the users of data collected
through their devices.
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