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Motivation Analysis & Results Permission Prompt Issues
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. P . : . Correctly enforced in Nest. @ | | ° Product reviews insufficient to analyze correctness of
in the form of small trigger-action based | i TNISSION BIOMDLS
led " L -+ In hue, apps can bypass user’s (&) Pe promp
programs called routines. Permission | .,yjicit consent. | () Viorks wit |
- Routines are facilitated by sharing access to a Enforcement - In hue, apps can add/revoke i hJ e,
. . . access to data store. '
central data store to apps and devices in Data . PN ﬂ
Store-Based (DSB) platforms. .« 20.64% of general smart home apps: T s wmotturen o roomis ity
) ) ) i ° (o) E See your ca’mera’s settings., turn it on or off, shoyv Images or yiq’eo Do%&ﬁ%;%:i%;éﬁ,}féggde
° Slnce a” apps/deV|CeS Communlcate through the i 19 82 /O Of NeSt Integrated apps ! whslhtheressoundormotlon,and share your video stream if it’s y -
d t t t t' I t I h i 'I SSL usage i had SSL ISSUES. BrOken i EiLIL(i:.ghtstum on when a sound or motion event occurs. Yes
ata s_ore, potential to aung pl"!VI ege . Trustmanager and |
escalation attacks from low-security device to a ' HostNameVerifier main causes.
high-security device. N B
iAppS without explicit permission to a | . Violation in installation-time prompt. : .+ Violation in run-time prompt i
nder nd th ntial of - ; oy . s : i = Apps asked for read/write permission @' - Nest requires apps to prompt
Neeld _to u de 1:Sta d the _POIt)eS; alo Routines Esen3|t.|ve device can Iegl’umaftely trigger i | ©  \henihe app requires only read acce; | v chengling SensTe
exploitation of routines In . a routine and control the device. @@ . for functionality | field ,
platforms as well as platform’s defenses. - Apps associated home/away to just ; .« Such prompts misused because
. thermostat, even though it is a central 5 i Nest has no constraint on what '
v : : 2y |
Lateral Privilege Escalation Attack | i fomesee | promptcansay.
DSB Platform Architecture - In total, 16 violations in 13/39 Nest mtegrated apps, 4 violation g
Low-Security SSL + | Routine | wmp | High-Security classes based on the nature of violation
Data Store device/app vulnerable device/app
\@/ Takeaway
< device, > + 'Q » Problems in one domain can seep into another domain. SSL
TS : TPLink issues in smart home apps have more impact as it affects
“read ' Kasa App MITM Attack Token user’s physical safety.
< device, ﬁ= * Platforms such as Hue are not applying even the
3 am ¢ % == w: fundamental aspect of access control in their data store.
Devices Nest Cam Routine Data Store - Manual product review in platforms needs to be accompanied
. Write to Change °Readtoperform ______ *Routine: When user is home (trigger), turn the security camera off (action). with automatic app analysis techniques for efficiency,
device states actions scalability and integrity guarantees.
- Smed T e - Write when their - 3rd party apps are not trustworthy. They offer a wide attack
Aeiies S ElEe § i state changes surface to an attacker. Smart home security evaluation needs
SRR A to include mobile app evaluation as well.
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